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About this document

This guide describes how to configure ACME LDAP agent and Directory server to enable external
authentication for users. This guide also describes how to enable global and local mapping for

external user logins.

Intended audience

This document is intended for OpenVMS system administrators. For more information about
security, see the HP OpenVMS Guide to System Security:

http://h71000.www?7.hp.com/doc/

Typographic Conventions

Table 1 lists the typographic conventions used in the document.

Table 1 Typographic Conventions

Convention

Description

O

Example

italic type

UPPERCASE TYPE

WARNING

CAUTION

A horizontal ellipsis in a figure or examples indicates the following possibilities:
¢ Additional optional arguments in a statement have been omitted.

¢ The preceding item or items can be repeated one or more times.

* Additional parameters, values, or other information can be entered.

A vertical ellipsis indicates the omission of items from a code example or command format;
the items are omitted because they are not important to the topic being described.

In command format descriptions, parentheses indicate that you must enclose choices in
parentheses if you specify more than one. In installation or upgrade examples, parentheses
indicate the possible answers to a prompt, such as: Is this correct? (Y/N) [Y].

In command format descriptions, brackets indicate optional choices. You can choose one
or more items or no items. Do not type the brackets on the command line. However, you
must include the brackets in the syntax for OpenVMS directory specifications and for a
substring specification in an assignment statement.

In command format descriptions, braces indicate required choices; you must choose at least
one of the items listed. Do not type the braces on the command line.

This typeface indicates code examples, command examples, and interactive screen displays.
In text, this type also identifies website addresses, OpenVMS command and pathnames,
PC-based commands and folders, and certain elements of the C programming language.

Italic type indicates important information, complete titles of manuals or variables. Variables
include information that varies in system output (for example, Internal error number), in
command lines (/PRODUCER=name), and in command parameters in text (where dd
represents the predefined code for the device type).

Uppercase indicates the name of a command, routine, file, file protection code, or the
abbreviation of a system privilege.

A hyphen at the end of a command format description, command line, or code line indicates
that the command or statement continues on the following line.

A warning calls attention to important information that if not understood or followed will
result in personal injury or nonrecoverable system problems.

A caution calls attention to important information that if not understood or followed will
result in data loss, data corruption, or damage to hardware or software.
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Table 1 Typographic Conventions (continued)

Convention Description
IMPORTANT This alert provides essential information to explain a concept or to complete a task.
NOTE A note contains additional information to emphasize or supplement important points of

the main text.

HP encourages your comments
HP encourages your comments and suggestions on this document. Please send comments to:

openvmsdoc@hp.com

10


mailto:openvmsdoc@hp.com

1 Overview

Lightweight Directory Access Protocol (LDAP) is combined with the Authentication and
Credentials Management Extension (ACME) authentication mechanism to provide a solution to
customers to manage all accounts in a centralized directory.

The ACME LDAP agent provided with OpenVMS provides "simple bind" authentication during
login using an LDAP-compliant directory server. In this authentication method, users enter their
LDAP entry name and password. An LDAP attribute is configured, which is used to match the
entered username so that the authentication can take place. The following sections provide
information on how to install and configure the standard ACME LDAP agent.

Secure Socket Layer (SSL)/Transport Layer Security(TLS) LDAP communication is supported to
prevent cleartext passwords from being exposed over the network. Dedicated SSL port and the
startTLS operation over the standard port are supported.
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2 Installing and configuring ACME LDAP agent

Prerequisites

You must be running OpenVMS Alpha or Integrity Version 8.3 or later.

You must install the SYSSACM-enabled LOGINOUT.EXE (<osversion>_ACMELOGIN, for
example, V84_ACMELOGIN-V0101) kit.

The ACMELOGIN kit can be found in the SYSSUPDATE : ACME_DEV_KITS.BCK save set.
For more information, see the SYSSHELP: ACME _DEV_README . TXT file.

General setup

You must first configure and populate your LDAP directory server with user entries.

The ACME LDAP agent is configured by performing the following steps.

1.

2.
3.
4

“Installing the ACMELOGIN and ACMELDAP_STD kits” (page 13)
“Setting up LDAP persona extension” (page 15)

“Configuring ACME LDAP agent” (page 15)

“Starting ACME LDAP agent” (page 19)

Installing the ACMELOGIN and ACMELDAP_STD kits

I”_‘f/r NOTE: If you are using OpenVMS Version 8.4 and later, the files inside ACMELDAP_STD kit
- is already a part of the operating system. You do not have to install the ACMELDAP_STD kit
separately.

To install the ACMELOGIN and ACMELDAP_STD kits, perform the following steps:

Prerequisites 13
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Restore the PCSI kits by executing the following command:
$ BACKUP/VERIFY/LOG SYSSUPDATE:ACME DEV KITS.BCK/SAVE -
_$ [destination directoryl*.*
Check if the following files have been restored:
e HP-I64VMS-<os version>_ ACMELOGIN-VXXXX--4.PCSI
or
DEC-AXPVMS-<os version>_ACMELOGIN-VXXXX--4.PCSI

Where <os version> is the version of the OpenVMS operating system version and “XXXX”
is the version of ACMELOGIN kit. For example, V84_ACMELOGIN_V0106.

The ACMELOGIN kit contains the sys$acm-enabled LOGINOUT.EXE and SETP0.EXE.
For more information on the kit contents, see SYSSHELP: ACME_DEV_README . TXT.

e  HP-164VMS-<os version>_ ACMELDAP_STD-VXXXX--4.PCSI
or
DEC-AXPVMS-<os version>_ ACMELDAP_STD-VXXXX--4.PCSI

This kit is not provided with OpenVMS Version 8.4 and later and the files are already
part of the operating system.

e HP-164VMS-<os version>_LOGIN-VXXXX--4.PCSI
or
DEC-AXPVMS-<os version>_LOGIN_STD-VXXXX--4.PCSI

The LOGIN kit contains the non-sys$acm-enabled LOGINOUT.EXE and SETP0.EXE,

which is shipped by default on your operating system. For more information, see
SYSSHELP:ACME DEV README. TXT.

Install sys$acm-enabled LOGINOUT.EXE and SETP0.EXE using the following command:
$ PRODUCT INSTALL/SAVE <OS Version>ACMELOGIN

Check the image identification using the following commands:
ANALYZE/IMAGE/INTER SYSSCOMMON: [SYSEXE] LOGINOUT.EXE
ANALYZE/IMAGE/INTER SYS$COMMON: [SYSEXE] SETPO.EXE

You must get LOGINOS as a part of the Image file identification: field.

It is recommended to login to the system using any user account to test after installing the
ACMELOGIN kit.

Install ACMELDAP_STD kit on OpenVMS Version 8.3 or 8.3-1H1 using the following
command:

$ PRODUCT INSTALL/SAVE <OS Version>ACMELDAP STD

When the ACME LDAP agent is installed, proceed to the next section, “Setting up LDAP persona

extension” (page 15).
For more detailed steps on installation, see the SYSSHELP : ACME_DEV_README . TXT.

Installing and configuring ACME LDAP agent



Setting up LDAP persona extension

To set up the persona extension, do as follows:

1. Install the persona extension image using the following commands:
S MCR SYSMAN
SYSMAN> SYS LOADABLE ADD LDAPACME LDAPACMESEXT
SYSMAN> exit
$ @SYS$SUPDATE:VMS$SYSTEM IMAGES.COM

2. Reboot the system:

$ @SYS$SYSTEM: SHUTDOWN
During reboot, an error message appears if the persona extension image is not loaded. If the
error message is not displayed, it means that the image is loaded as required.

After setting up the LDAP persona extension, you can proceed towards configuring your ACME
LDAP agent, “Configuring ACME LDAP agent” (page 15).

Configuring ACME LDAP agent

Configuration of ACME LDAP agent involves the following:
1. “Editing LDAP configuration file” (page 15)
2. “Starting ACME LDAP agent” (page 19)

The attribute used for usernames is specified by the login_attribute directive in your ACME LDAP
INI configuration file. For more information about login_attribute , see Table 2-1 (page 16).

The ACME LDAP agent searches this attribute on directory server for matching usernames
(entered at “Username” prompt during login). The search is done in the set of LDAP entries
below the point in your directory tree specified by the base_dn directive.

The username (entered at “Username” prompt during login) is mapped to the username in the
SYSUAF . DAT file. This mapping is one-to-one on OpenVMS Version 8.3 and 8.3-1H1. In one-to-one
mapping, the username entered must be the same as the username in the SYSUAF . DAT file. On
OpenVMS Version 8.4 and later, global and local mappings are also supported. For more
information on global and local mapping, see “Global and local mapping” (page 23).

OpenVMS-specific information, such as privileges, identifiers, and so on are taken from
SYSUAF . DAT file.

A user scenario on configuring ACME LDAP and sample login is provided in Chapter 4 (page 27).

Editing LDAP configuration file

To edit the ACME LDAP INI file, perform the following steps:

1. Makea copy of SYSSSTARTUP : LDAPACMESCONFIG-STD.INI TEMPLATE and rename it
to any file name of your choice. For example,SYS$STARTUP : LDAPACMESCONFIG-STD. INI
using the following command:

$ COPY SYSS$STARTUP:LDAPACMESCONFIG-STD.INI TEMPLATE
SYS$STARTUP : LDAPACMESCONFIG-STD. INI

2. EditSYS$STARTUP:LDAPACMESCONFIG-STD. INTI to specify the directives that correspond
to your requirements.

For description on the directives present in the LDAPACMESCONFIG-STD. INT file, see
Table 2-1.

Setting up LDAP persona extension 15
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Table 2-1 LDAP configuration attributes

Column Head

Column Head

server

port

login_attribute

password_type

base_dn

scope

This is a mandatory directive.
Use the server directive to provide the IP address (or DNS host name) for your directory server.

On OpenVMS version 8.4 and later, you can specify one or more redundant servers by
providing spaces between the server name or IP address. For example:

server = testl.testdomain.com test2.testdomain.com
server = testl.testdomain.com test2.testdomain.com test3.testdomain.com

Initially, the ACME LDAP agent tries to connect to the first server. If the connection to the
first server fails, the second server is tried for connection. If the second server connection also
fails, the next set of servers is tried in sequence, until the last server in the list.

Do note the following while using redundant servers:

* The base_dn, bind_dn, and bind_password directive values must be the same on all the
redundant directory servers. The user records getting authenticated using ACME LDAP
must also be present on all the directory servers.

¢ Set the bind_timeout directive when using redundant multiple servers. This ensures that
the ACME LDAP tries to connect to all the redundant servers before the user session times
out.

¢ If you have provided the Certificate Authority's (CA) public key (ca_file directive) and the
public keys are different, provide all the public keys in the same ca_file. For more
information, see the ca_file directive.

This is a mandatory directive.

The port that your directory server is listening for. Defaults to the standard port 389 (or 636
for SSL/TLS).

This is a mandatory directive.

The LDAP schema attribute that contains the username for login purposes. This is often
specified as 'uid', but may be different in your configuration. For Active Directory, this is
usually samaccountname.

Select one of the following:

e standard (default)
* active-directory

If this directive is not specified, the command $ SET PASSWORDfails.

If using active directory server, $ SET PASSWORD fails, if the password_type directive is not
set to “active-directory”.

Applies only when password_type = standardis set. Some directory servers require the
old password to be supplied when changing userPassword attribute; others do not.

Select one of the following:

¢ replace (default)

¢ remove-and-add

The LDAP users are stored in a tree structure in your directory server.

The base_dn directive is the distinguished name of a tree element on the directory server. All
the user entries must be present under this tree element as sub-tree elements. The ACME
LDAP will search for matching entries within this sub-tree based on the attribute specified
by login_attribute. (See the scope directive.)

Controls the depth of the search beneath the base_dn. Valid keywords are:

* sub: searches the base entry and all entries at all levels below the base entry
* one: searches all entries at one level below the base entry

* base: searches only the base entry

If you are not sure about the keyword to be used, you can use "sub" as the keyword.

Installing and configuring ACME LDAP agent



Table 2-1 LDAP configuration attributes (continued)

Column Head

Column Head

filter

bind_dn

bind_password

bind_timeout
(supported on
OpenVMS
version 8.4 and
later)

port_security

ca_file

This directive is optional.

Search filter for limiting the objects that will be searched for users in the LDAP tree. Defaults
to objectclass=".

The distinguished name (DN) of a user account (directory entry) that is granted "search”
permission through the directory sub-tree specified by base_dn.

The bind_dn along with the bind_password is used to bind to your directory servers, before
searching for users on the directory servers.

Some directory servers (such as Active directory) will not allow the ACME LDAP agent to
bind to them by default without bind_dn and bind_password. The bind_dn and bind_password
must be specified in such cases.

Some directory servers will support anonymous binds to happen and you do not have to
provide the bind_dn and bind_password directives for working with these directory servers.

The password for the directory DN specified by bind_dn.
Use the bind_timeout directive, if you are providing multiple redundant servers in the server
directive.

Each bind request to a directory server, by default, takes around 75 seconds (TCPIP default
connection establishment timeout), if the directory server is not reachable.

If there are multiple redundant servers, the user login session (for example, a TELNET session)
expires (within approximately 30 seconds) before the ACME LDAP agent checks the list of
all servers mentioned in the server directive.

The bind_timeout directive takes a timeout value in seconds for connecting to one directory
server in the list of all servers mentioned in the server directive. For example, if you have two
servers mentioned in the server directive and the bind_timeout directive is set to three seconds,
the overall timeout period is around six seconds.

This is a mandatory directive.

Specifies the method used to encrypt communications over the LDAP port. Possible values
are "starttls" (the default), "ssl" (dedicated SSL port ) or "none" (not recommended).

This directive is optional.

Specifies the file path of a PEM-format file containing the public key of the certificate authority
that signed your directory server's public key.

The ACME LDAP agent checks this certificate file and whether it is connecting to the right
directory server, when the port_security is set to "ssl" or "starttls".

If this attribute is not used, the LDAP server's certificate is NOT verified.

If there are redundant servers having different public key certificates, add the certificate
information of all the servers into the same file:

For example:
$ TYPE CACERT.PEM

Configuring ACME LDAP agent 17
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Table 2-1 LDAP configuration attributes (continued)

Column Head

Column Head

mapping
(supported on
OpenVMS
version 8.4 and
later)

mapping attribute
(supported on
OpenVMS
version 8.4 and
later)

mapping_target
(supported on
OpenVMS
version 8.4 and
later)

mapping_file
(supported on
OpenVMS
version 8.4 and
later)

Specifies whether the mapping is global or local. You are provided two options for this
directive:

e Server
e Local

For example: mapping=server indicates that global mapping is enabled for the user.
mapping=local indicates the local mapping is enabled for the user. If “mapping” directive
is not used, mapping will be one-to-one.

This directive is applicable only for global mapping. Set this to the attribute on directory server
that is used for user mapping.
For example:

mapping_attribute can be referenced to the description attribute for the user in the directory
server.

mapping attribute=description

You can also use any newly created attribute on the directory server for mapping. The attribute
should be an IA5 multi-valued string.

This directive is applicable only for global mapping. The mapping_target is searched in the
value of directory server’s mapping_attribute field. For example:

Let the LDAP INI file have:

mapping_attribute=description

mapping_target= VMSUsers.hp.com

Let the description (field in Directory Server) be populated with:
VMSUsers.hp.com/jdoe

The ACME LDAP agent then searches in VMSUsers.hp.com/jdoe, for a prefix of
VMSUsers.hp.com/(with a forward slash (/) along with the mapping_target). The rest of the value
that is, “jdoe” is considered as the user name present in SYSUAF .DAT file. If a multi-valued
string attribute is used, the “VMSUsers.hp.com/jdoe” must be one of the array elements of
the multi-valued string.

This directive is applicable only for local mapping.
Set this to the complete path of the text database file to be searched for mapping users.
Ai@npkﬁeﬁkﬂsawﬁbbkinSYS$STARTUP:LDAP_LOCALUSER_DATABASE.TXT_TEMPLATE

This file includes the LDAP username and VMS username separated by a comma, where
LDAP username is the name of the user in the domain (entered at the “username” prompt
during login).

For information on how to populate and load the contents of the database file, see
SYS$STARTUP : LDAP_LOCALUSER_DATABASE.TXT TEMPLATE .

Edit SYSSMANAGER : ACMESSTART . COM and define the following logical names:

The LDAPACMESINIT logical must contain the path name to the initialization for the ACME
LDAP Agent Server.

$ DEFINE/SYSTEM/EXECUTIVE LDAPACMESINIT
SYS$STARTUP : LDAPACMESCONFIG-STD. INI

Remove the comment from the following line from SYSSMANAGER : ACMESSTART . COM:
$! @SYS$STARTUP: LDAPACMESSTARTUP-STD | LDAP

Installing and configuring ACME LDAP agent



I’ijf IMPORTANT:  The LDAPACMESINIT logical must be defined prior to starting the ACME
- LDAP agent. HP recommends that you place this logical name in
SYS$MANAGER : ACMESSTART . COM before the SYS$STARTUP : LDAPACMESSTARTUP-STD
procedure executes.

5. Ensure that the LDAP configuration file and the LDAP local database mapping file are
accessible for privileged users only. You can set the security of these files appropriately
based on your security requirements. For example, the following command sets the
accessibility of LDAPACME$CONFIG-STD.INI and LDAP_LOCALUSER_DATABASE.TXT
tiles only for system user:

SET SECURITY / PROTECTION = (system:"RWED", OWNER:"", GROUP:"",
WORLD:"") SYSSCOMMON: [SYSSSTARTUP] LDAPACMESCONFIG-STD. INI

SET SECURITY / PROTECTION = (system:"RWED", OWNER:"", GROUP:"",
WORLD:"") SYSSCOMMON: [SYSSSTARTUP]LDAP LOCALUSER DATABASE.TXT

Starting ACME LDAP agent

Restart the ACME_SERVER process:
$ SET SERVER ACME/EXIT/WAIT
$ SET SERVER ACME/START=AUTO

NOTE: You can place this command in your SYSSMANAGER : SYSTARTUP_VMS . COM procedure
to have the ACME LDAP agent started automatically at boot.

Specitying EXTAUTH and VMSAUTH flags on OpenVMS

For any user to be externally authenticated (via LDAP), the ExtAuth flag has to be set for the
user account in SYSUAF . DAT. When the ExtAuth flag is specified for a user account, the user is
validated only externally using external authenticator (LDAP). If you want this user to be
authenticated locally as well against SYSUAF . DAT file, set VMSAuth flag for the user account
in SYSUAF . DAT file and use “/local” qualifier during login as described in the following section.

To set ExtAuth flag to the user, enter the following;:
$ SET DEFAULT SYSS$SYSTEM
$ MCR AUTHORIZE MODIFY <username> /FLAGS=(EXTAUTH,VMSAUTH)MC AUTHORIZE

A sample user profile is shown as follows:

$ SET DEF SYSS$SSYSTEM

$ MC AUTHORIZE

UAF> modify jdoe/flags= (EXTAUTH, VMSAUTH)
$UAF-I-MDFYMSG, user record(s) updated
UAF> sh jdoe

Username: JDOE Owner:

Account: TEST UIC: [201,2011] ([JDOE])
CLI: DCL Tables: DCLTABLES

Default: SYS$SSYSDEVICE: [JDOE]

LGICMD:

Flags: ExtAuth VMSAuth

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

No access restrictions

Expiration: (none) Pwdminimum: 6 Login Fails: 1
Pwdlifetime: 90 00:00 Pwdchange: (pre-expired)

Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 128 Bytlm: 128000

Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOlm: 150 JTquota: 4096

Specifying EXTAUTH and VMSAUTH flags on OpenVMS 19
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Prclm: 8 DIOlm: 150 WSdef: 4096

Prio: 4 ASTIm: 300 WSquo: 8192
Queprio: 4 TQElm: 100 WSextent: 16384
CPU: (none) Englm: 4000 Pgflquo: 256000
Authorized Privileges:

NETMBX TMPMBX
Default Privileges:

NETMBX TMPMBX
UAF>

If your directory server is configured and your SYSUAF account is mapped with the user name
on the directory server, you can now login to the system using ACME LDAP as the authentication
agent as shown in the following example.

The password for user “jdoe” is validated against the password from directory server. Note that
if the password in directory server is different from the password in SYSUAF .DAT file, then the
password on SYSUAF . DAT file will be synchronized to the password on directory server. You
can disable the password synchronization for a specific user or for all the users on the system.
For more information on disabling the password synchronization, see the sections “Enabling
External Authentication” and “Authentication and Credentials Management Extensions (ACME)
Subsystem” in HP OpenVMS Guide to System Security.

$ telnet 127.0.0.1

$TELNET-I-TRYING, Trying ... 127.0.0.1

$TELNET-I-SESSION, Session 01, host 127.0.0.1, port 23
-TELNET-I-ESCAPE, Escape character is "]

Welcome to HP OpenVMS Industry Standard 64 Operating System, Version V8.3-1H1

Username: jdoe
Password:
HP OpenVMS Industry Standard 64 Operating System, Version V8.3-1H1
*xx* T,ogon authenticated by LDAP ****
OpenVMS password has been synchronized with external password

In the following example, the user “jdoe” is validated against the SYSUAF . DAT file. Note that

the user will not be mapped when the “/local” qualifier is provided during login. The username
“jdoe” must be present in SYSUAF . DAT file.

$ telnet 127.0.0.1

$TELNET-I-TRYING, Trying ... 127.0.0.1
$TELNET-I-SESSION, Session 01, host 127.0.0.1, port 23
-TELNET-I-ESCAPE, Escape character is ]

Welcome to HP OpenVMS Industry Standard 64 Operating System, Version V8.3-1H1

Username: jdoe/local

Password:
HP OpenVMS Industry Standard 64 Operating System, Version V8.3-1H1
Last interactive login on Tuesday, 1-DEC-2009 01:34:50.26

**** T,ogon authenticated by LDAP ****

For a user scenario on configuring a standalone Active directory server, see “User Scenario:
Configuring a simple standalone Active directory server and OpenVMS ACME LDAP agent”

(page 27).
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Examples of configuration files

Example 2-1 Red Hat or Fedora Directory Server configuration file

A sample configuration file using the Red Hat or Fedora directory server

server = roux.zko.hp.com

port = 636

port security = ssl

bind dn = uid=acme-admin, ou=people, dc=acme, dc=mycompany, dc=com
bind password = swordfish

base_dn = ou=people,dc=acme,dc=mycompany,dc=com

login attribute = uid

scope = sub

ca file = sys$manager:acme ca.crt

Example 2-2 Active Directory configuration file

server = acme.mycompany.com
port = 636

port security = ssl

password type = active-directory

bind dn = cn=acme-admin, cn=users,dc=acme, dc=mycompany,dc=com
bind password = swordfish

base _dn = cn=users,dc=acme,dc=mycompany, dc=com

login attribute = samaccountname
scope = sub
ca file = sysS$manager:acme ca.crt

server = cssn-ddrs.testdomain.hp.com

port = 389

bind dn = CN=query account,CN=Users,DC=testdomain,DC=hp,DC=com
bind password = welcome@l23

base dn = DC=testdomain,DC=hp,DC=com

scope = sub

port security = none

password_type active-directory

server = cssn-ddrs.testdomain.hp.com

port = 389

bind dn = CN=query account,CN=Users,DC=testdomain,DC=hp,DC=com
bind password = welcome@l23

base dn = DC=testdomain,DC=hp,DC=com

scope = sub

port security = starttls

password type = active-directory

ca file = sysS$manager:cssn-ddrs.cer

Support for redundant LDAP directory servers

On OpenVMS version 8.4 and later, you can configure the ACME LDAP agent to search multiple
redundant directory servers for user authentication. This is helpful in a scenario where the first
directory server is not reachable or active. As a result, the ACME LDAP agent tries to connect
to a set of directory servers to authenticate the user.

This feature is provided as a patch on OpenVMS version 8.4.

In order to provide multiple redundant servers, the mandatory directives, such as server and
bind_timeout and the optional directive, ca_file must be updated. For more information on the
directives, see “Editing LDAP configuration file” (page 15).
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3 Global and local mapping

The authentication method for OpenVMS version ACME LDAP agent on Version 8.3 and Version
8.3-1H1 supports only one-to-one mapping for users. In one-to-one mapping, the user logging
in to an OpenVMS system from an LDAP server must have a matching username in the
SYSUAF . DAT file. Hence, a user must login with the exact username entry stored in the
SYSUAF . DAT file. To overcome this limitation of one-to-one mapping, the ACME LDAP agent
uses the concept of global and local mapping.

The following diagrams explain the limitations of one-to-one mapping and how global or local
mapping overcomes the limitations. In this section, “jdoe” is used as a sample account in
SYSUAF . DAT file and “John Doe” as the sample domain user name.

Figure 3-1 One-to-One mapping

. Find the DN with
VMS Username: ldoe"’/ samaccouniname=jdoe

00} Active
— Directory

SYSUAFDAT|[— idoe

Figure 3-2 One-to-One mapping issue

Issue of one-to-one mapping

) Find the DN with
VMS Usemame: john doe samaccouniname= john doe

00) Active
“

= Directo
Figure 3-2 illustrates that in one-to-one mapping, the system is not able to match the username
“John Doe” with the username in the SYSUAF . DAT, where it is stored as “jdoe”.

Using the global and local mapping:

¢  Users can enter the user name that is common across the domain, at the user name prompt
of OpenVMS.

¢ User name is mapped to a different name in the SYSUAF . DAT file during login.

¢ OpenVMS session after login uses the name and the privileges in the SYSUAF . DAT for all
purposes.

* SET PASSWORD command has the capability to understand that this is a mapped user and
synchronize any password change to the directory server.

In global mapping, the user’s login name is mapped based on some attributes stored in the
directory server. Inlocal mapping, a text database file is used to store the LDAP user name (name
of the user in the domain) and the name in SYSUAF . DAT in the .CSV format.

Figure 3-3 illustrates global mapping and local mapping;:
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Figure 3-3 Global Mapping

Find the DN with
samaccountname=“John doe”

VMS Username: “John doe™
=— Active
= °00 Directory
Opnvms.ind.hp.com
C ) s
SYSUAF.DAT
DN: cn=john doe, ...

Attributes in LDAP’s INI file samaccountname: John doe

mapping =server L . +

g triure = descripfion description: ind.hp.com/jdoe

mapping_target = ind.hp.com

In Figure 3-4, the user name “John Doe” is mapped with “jdoe” in the SYSUAF . DAT and “John
Doe” in the Active Directory. Three new directives, namely mapping, mapping_attribute, and
mapping _target are added to configure global mapping. For more information on the global
mapping directives, see Table 2-1 (page 16).

Figure 3-4 Local Mapping

Find the DN with samaccountname=
Johndoe

VMS Username:“John doe”

— Active
°00 Directory

|

| “John doe” Jdoe |

1
i

New aftributesin LDAP's INI file:
mapping = local
Mapping_file = ldap_usermap. bt

— Jdoe

Contents of ldap_usermap.txt
I

;’J chn doe”,jdoe

In this figure, the username “John Doe” is mapped with “jdoe” and “John Doe” in the local
database file.

Two new directives, namely mapping and mapping_file are added to configure local mapping. For
more information local mapping directives, see Table 2-1 (page 16).
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User Scenario: Configuring global and local mapping

Global mapping configuration

In the SYSUAF . DAT file, the username is stored as “jdoe” and “jhardy”. To enable global mapping,
perform the following steps:

1.

3.
I_i-f%

4.

Update the attributes in SYSSSTARTUP : LDAPACMESCONFIG-STD. INTI file along with the
other mandatory attributes:
mapping = server
mapping attribute = description
mapping target = VMSusers.hp.com
For example: Two users, John Doe and Joe Hardy have the following attributes specified in
the user profile of the Active directory:
DN: cn=john doe,..
samaccountname: John Doe
description: VMSUsers.hp.com/jdoe
DN: cn=jhardy,..
samaccountname: jhardy
description: VMSUsers.hp.com/jhardy

Restart the ACME server:
S SET SERVER ACME/EXIT/WAIT
$ SET SERVER ACME/START=AUTO

Login to the host system using the login “John Doe” for the user “John Doe”

NOTE: Note that at the user name prompt, you must give this name in quotes, as the name
has a space (special character) in-between.

Login to the host system using the login jhardy for the other user.

Local mapping configuration

To enable local mapping, perform the following steps:

1.

Make a copy of the SYSSSTARTUP: LDAP LOCALUSER DATABASE.TXT TEMPLATE and
rename it to a filename of your choice. For example,

SYSSSTARTUP: LDAP LOCALUSER DATABASE.TXT on the OpenVMS system.
UpdamtheSYS$STARTUP:LDAP_LOCALUSER_DATABASE.TXTWd&HheLDAPLEeHmnw
and VMS username separated by a comma. If the LDAP username contains spaces, commas,
or exclamation, provide it within quotes.

“John Doe”, jdoe

jhardy, jhardy

For example, two users John Doe and Joe Hardy have the following attributes specified in
the user profile of the Active directory:

DN: cn=john doe,..

samaccountname: John Doe

DN: cn=jhardy,..
samaccountname: jhardy

Update the directives in the SYSSSTARTUP : LDAPACMESCONFIG-STD. INI file along with
the other mandatory attributes:

mapping = local
mapping file = SYSSCOMMON: [SYS$SSTARTUP] LDAP_ LOCALUSER DATABASE.TXT
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4. Load the new database file by performing the following:
a. Restart the ACME server:

$ SET SERVER ACME/EXIT/WAIT
$ SET SERVER ACME/START=AUTO

OR:
b. Using LDAP LOAD LOCALUSER DATABASE.EXE:
$ load localuser db:=="$SYS$SSYSTEM:LDAP LOAD LOCALUSER DATABASE.EXE"

$ load localuser db SYS$COMMON: [SYSSSTARTUP] LDAP LOCALUSER DATABASE.TXT

5. Login to the host system using the login “John Doe” and jhardy.
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4 User Scenario: Configuring a simple standalone Active
directory server and OpenVMS ACME LDAP agent

I-i-z%

This chapter provides a user scenario on how to configure an Active directory server with an
OpenVMS ACME LDAP agent. This user scenario guides the user through the various steps of
configuring a sample standalone Active directory server, creating an account, and creating
certificates. It also provides the steps to extract the relevant values from the Active directory
server to populate the ACME LDAP configuration file.

IMPORTANT:  This chapter aims at providing the end-user with a detailed overview of
configuring a sample directory server (here, Active directory is chosen as the sample directory
server) and an OpenVMS ACME LDAP agent.

Note that in most of the system administration setup, the sub-procedures for certain sections
such as “Configuring Active directory” (page 28), “Creating Active directory certificates”
(page 46) may have been already completed. Therefore, you may not have to perform these steps
again.

Sample account names such as, “query_account” have been used throughout this chapter and
must not be considered as a standard proxy account name. You can create any account of your
choice.

Similarly, other accounts and system names used in this chapter are also examples and you can
use any account name or system of your choice.

Figure 4-1 illustrates how an ACME LDAP agent configured with an Active directory server
works.

Figure 4-1 ACME LDAP Process Flow Diagram

(IDAP search
operation)

Process Process

jdoe” maps to:

SYSSACM[W]

N = “cn=john doe,
. ACME SERVER :'
System Servic -

||cn=users,
/" |dc=testdomain,
dec=hp, dc=com”

Network

LOGIN

(leginout.exs)

LDAP ACM
I\ ~
| (LDAP bind operafion)

/ \ OpenVMS System

(login prompt)

LDAP
Protocol

DN = “cn=john doe, cn=users,
de=testdomain, de=hp, dc=com”

Password = “welcome@123”

Username: jdoe
Password: welcome@123

Figure 4-1 illustrates how a VMS user logs in to a VMS system using LDAP authentication. In
this figure, two systems are involved, which communicate over TCP/IP.

The gray box on the left is the VMS system with enhanced versions of LOGINOUT.EXE and
SETPO0.EXE installed and the ACME LDAP agent running within the ACME_SERVER process.
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On the right, is the Active directory server running Windows Server 2003. Active Directory is
also an LDAP server.

The ACME LDAP agent communicates with Active directory using LDAP protocol over a TCP
session, which can be protected by SSL (required for Active directory LDAP password changes).
The LDAP “search” and “bind” operations are standard LDAP operations accessed through
standard C bindings. These are operations that are supported with any standard LDAP server
and are used pervasively in many applications to provide LDAP-based authentication services.

Enabling your Active Directory to use ACME LDAP agent for authentication on OpenVMS
system involves the following steps:

1. “Configuring Active directory” (page 28)

a. “Setting Active directory as the domain controller” (page 28)

b. “Installing Active directory ” (page 32)

“Creating accounts on Active directory” (page 38).

“Extracting ACME LDAP configuration parameter values” (page 41)

“Creating Active directory certificates” (page 46)

“Viewing the certificate on Active directory” (page 52)

“Adding the certificate to OpenVMS” (page 60)

S Uk LN

Configuring Active directory

Configuring active directory involves the following:

1. “Setting Active directory as the domain controller” (page 28)
2. “Installing Active directory ” (page 32)

3. “Creating accounts on Active directory” (page 38)

Setting Active directory as the domain controller

The following procedure describes how to set up Active directory as a standalone domain
controller on a Windows 2003 server.
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5 NOTE:

Active directory may have been already set up.

In a corporate network, the Active directory might not be standalone and usually the

1. Goto Start>All Programs >Manage Your Server to open the Manage Your Server window.

E Manage Your Server

Manage Your Server

Server; C RS

IS[=] B3

search Help and Support Center _ | )

% Managing Your Server Roles

Use the kools and information Found here to add or remove roles
and petform yaur daily administrative tasks.

Yaour server has been configured with the Fallawing roles:

# File Server

File servers provide and manage access ho files.

| Add or remove arole
) Read about server roles

@) Read about remote
= administration

€ Peview the next steps for
this role

Tools and Updates

Administrative Tools
More Tools
Windaws Update

Computer and Domain Narme
Infarmation

Internet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft Techiet
Deployrment and Resource Kits

o List of Common Administrative
Application Server

»

Tasks
Application servers pravide the care technologies required ko aj Manage this appiicatian Windows Server Communities
build, deploy and operate XML Web Services, Web = server what's New
applications, and distributed applications. Application server Shrategic Technology Protecti
technologies include ASP.MET, COM+, and Internet € Read about application h rateqic Technalogy Frotection
Information Services (115), SEIVErS rogram
L7} Read about web Interface
~ for Remobe Administration
of Web servers
€ Review the next steps for
" this role
# Domain Controller {Active Directory) lj

2. Select the Add or remove a role option in the Manage Your Server window. The Configure
Your Server Wizard dialog box is displayed.

Configure Your Server Wizard

Preliminary Steps

ou can ensure that wou successfully configure wour server by completing the Following skeps before
continuing.

Before conkinuing, werify that the Following steps have been completed.

® Install all modems and network cards.,

& Attach all necessary cables,

& IF vou plan ko use this server For Internet connectivity, connect ko the Internet now.
@ Turn on all peripherals, such as printers and external drives.,

w»  Have your Windows Server 2003 Setup CD available, or know your network installation path.

whien wou click Mext, the wizard will search for network connections,

Zancel i Help i

3. Click Next. Wait while the wizard detects your network settings. The Server Role dialog
box is displayed.
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Configure Your Server Wizard I

I
Please wait while the wizard detects vour network settings. This may take a minute
or more for each network connection on this server,

Detecting settings for Local Area Connection,.,

4. Select the Domain Controller (Active Directory) server role to set Active Directory as the
domain controller and click Next to display the Summary of Selections dialog box.

| Configure Your Server Wizard m

Server Role

You can set up this server ko perform one or more specific roles, If you want ko add more than one
role to this server, you can run this wizard again.

Select a role, If the role has not been added, you can add it. If it has already been added, vou can
remove it. If the role vou want to add or remove is not listed, open Add or Remove Programs.

Domain Controller (Active
SIQNSI’ Role ; Configured 1 Directory) ¢
File server Mo
Print server Mo
Application server (115, ASP.NET}) Ho Domain controllers store directory data
Mail server (POP3, SMTP} Mo and manage user logon processes and
Terminal server Mo directory searches.
Remote access | VPN server No
Domain Controller (Active Directory) Mo Read about domain controllers
DS server Mo
DHCP server Mo
Streaming media server Mo
WINS server MNa

Wiew the Configure Your Server log.

IS

A5

<pack [ mew> ]| concdl | Hep |
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5. Click Next to start installing the Active Directory server as the domain controller. You will
get the Active Directory Installation Wizard.

Configure Your Server Wizard

Summary of Selections
View and confirm the options you have selected.

Summary:

Run the Active Directory Installation Wizard to set up this server as a domain contraller

To change your selections, click Back. To continue setting up this role, click Next.
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Installing Active directory

The Active Directory Installation Wizard guides you through a series of steps to install Active
Directory. The following procedure illustrates the same:

1. Click Next in the Welcome to the Active Directory Installation Wizard dialog box to
display the Operating System Compatibility dialog box. Click Next to get the Domain
Controller Type dialog box.

Active Directory Installation Wizard Es I

Welcome to the Active Directory
% Installation Wizard

This wizard helps you install ctive Directory services on this
server, making the server a domain controller.

If this is the first time vou have installed Active Direcl_c-ry, itis
iecommended that vou first read the overview in Active
Directory Help.

To continue, click Next

Cancel I

2. Select the required option in the Domain Controller Type dialog box based on whether you
want to create a new domain or an additional domain. Note that if you select Additional
domain controller for an existing domain, all local accounts and cryptographic keys will
be deleted. The caution is provided in the wizard dialog box. In this example, the option
Domain controller for a new domain is selected.

Click Next to display the Create New Domain dialog box.
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| Active Directory Installation Wizard | X '
Domain Controller Type
Specify the ole vou want this server to have.

Do you want this server to become a domain contraller for a new domain or an
additional domain controller for an existing domain?

1+ Domain controller for a new domairs

Select this ophion to create a new child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" Additional domain contraller for an existing domain
{ﬁ Praceading with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
cantinuing.

All enciypted data, such as EFS-encrypled files or e-mall, should be decrypted
before continuing o it will be permanently inaccessible,

< Back I Mext > ! Cancel

3.  Select the required option in the Create New Domain dialog box and click Next. In this
example, the option Domain in a new forest is selected.

Active Directory Installation Wizard B3
Create New Domain
Select which type of domain to create.

Create a new:

o i@omain i a new forest

Select this option if this is the first domain in your organization or if you want the new
domain to be completely independent of your current forest.

" Child domain in an existing domain tree

If you want the new domain to be a child of an existing domain, select this option.
For example, vou could create a new domain named

headquarters. example.microsoft. com as a child domain of the dormain

example microzsoft. com.

" Domain tree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees.

< Back I Heﬁ) I Cancel
&%

4. Enter the DNS name in the Full DNS name for new domain: field and click Next to display
the NetBIOS Domain Name dialog box.
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| Active Directory Installation Wizard

New Domain Name
Specify a name far the new domain.

Type the full DNS name for the new domain
[for example: headquarters. example. microsoft.com).

Full DNS name for new domair:

Itestdcmam.hp.com

Cancel

5. Enter the Domain NetBIOS name: or click Next if you do not want to change the displayed
name. Click Next to display the Database and Log Folders dialog box.

Active Directory Installation Wizard E3
NetBlOS Domain Name
Specify a NetBIOS name for the new domain.

This is the name that users of earlier versions of Windows will use to identify the new
domain. Click Next to accept the name shown, or type a new name.

Qom ain NetBlOS name: TESTDOMAIN

< Back I Nest > I Cancel

6. Browse and select the Database folder and Log folder or retain the default folder names
and click Next.
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7.

8.

Active Directory Installation Wizard

Database and Log Folders

Specify the folders to contain the Active Directory database and log files. %

For best performance and recoverability, store the database and the log on separate
hard disks.

‘Where do you want to store the Active Directory database?

Database folder:

CAWINDOWSANTDS

Browse. .

Where do you want to store the Active Ditectory log?
Log folder:

C:AWINDOWSANTDS Browse... I

< Back ﬂﬁ{t be Cancel

i

Active Directory Installation Wizard

DHNS Reagistiation Diagnostlics

Verify DNS support, or install DNS on this computer. %

Diagnostic Failed a

The registration diaghostic has been run 1 time.

‘Warning: Damain Controller functions like joining a domain, logaing onto a domain,
and Active Directory replication will not be available until the DNS infrastructure for
Active Directory is correctly configured.

Mone of the DNS servers used by this computer responded within the tmeout
interval

For more information. including steos to comrect this oroblem. see Helo. _'.J
" | have conected the problem. Perform the DNS diagnostic test again.

% Install and configure the DNS server on this computer, and set this computer to use
this DNS server as its preferred DNS server,

| will conect the problem later by configuring DNS manually. [Advanced)

< Back ﬁrz\ﬁt 5 Cancel

0y

Configuring Active directory

If DNS is not installed, the DNS registration diagnostics will fail and an option is provided
to configure the DNS. Use the appropriate option and click Next.

Select the required option and click Next to display the Directory Services Restore Mode
Administrator Password dialog box.
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Active Directory Installation Wizard Ed

Permmissions
Select default permissions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain contiollers.

" Pemissions compatible with pre-‘wWindows 2000 server operating systems

Select this option if you run server programs on pre-Windows 2000 server operating
systems or on Windows 2000 or Windows Server 2003 operating systems that are
members of preWindows 2000 domains.

&\ Anonpmous users can read information on this domain,

% Pemissions compatible only with Windows 2000 or Windows Server ZDDSf:
operating systems
Select this option i you run server programs only on Windows 2000 or Windows

Server 2003 operating systems that are members of Active Directory domains. Only
authenticated users can read information on this domain.

< Back ﬁr{ﬁl b Cancel
L)

9. Enter the password for the administrator account and confirm the same in the respective
fields and click Next to display the Summary dialog box.

Active Directory Installation Wizard | X |
Directory Services Bestore Mode Administrator Password
This password i used when vou start the computer in Directory Services Restore
Mode.

Type and confirm the password you want to assign to the Administrator account used
when this server iz started in Directory Services Restore Mode.

The restore mode Administrator account is different from the domain Administrator
account, The passwords for the accounts might be different, so be sure to remember

bath,
Restore Mode Password: !“nu"ooooou
Confirm password: !ooooooooooooooof

For more information about Directory Services Restore Mode, see Active Directory Help.

< Back I Next > l Cancel

10. Click Next or Finish as required, in the next series of wizards after Summary dialog box to
complete the Active directory installation.
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Active Directory Installation Wizard

Summary N
Review and confirm the options you selected. %g
You chose to:

Configure this server as the first domain controller in a new forest of domain trees. -

;M new domain name is testdomain hp.com. This is also the name of the new
orest.

The NetBIOS name of the domain is TESTDOMAIN
Database folder: CAWINDOWSANTDS

Log file folder: C:\WINDOWS\NTDS
SYSVOL folder: C:AWINDOWSNSYSVOL

The DNS service will be installed and configured on this computer. This computer
will be configured to use this DNS server as its preferred DNS server.

il

To change an option, click Back. To begin the operation, click Mext.

<ﬁacklﬁesa>| Cancel!
"y

11. Restart the system for the Active directory configuration to take effect.
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Creating accounts on Active directory

38

Create two accounts on the directory server, one a binding account, for example,”“query_account”

and the second, a test user account, for example, , “jdoe” on the directory server. The

“query_account” will be used by the ACME LDAP to connect to the Active directory server. The

following sections provide information on how to get the distinguished name of the

“query_account” and use in the ACME LDAP configuration file. You can use any account name
of your choice here. “query_account” is an example. The account “jdoe” is a sample user account.

To create the accounts, perform the following steps:

1. Select the Manage users and computers in Active Directory option in the Domain
Controller (Active Directory) panel. The Active Directory Users and Computers window

is displayed.

€ Manage Your Server

Manage Your Server

Serve JDRS

File servers provide and manage access bo files.

# Application Server
Application servers pravide the care technologies required ko
build, deploy and operate XML Web Services, Web
applications, and distributed applications. Application server

technologies include ASP.MET, COM+, and Internet
Information Services (I15),

# Domain Controller {Active Directory)

Daomain controllers use Active Directory bo manage netwark
resources such as users, computers, and applications,

# DNS Server

DNS (Domain Name System) servers kranslate damain and

Search Help

&3] Manage this file server
| Add shared folders

) Review the next steps for
7 this role

| Manage this application
SEFVER

L7} Read about application
T servers

) Read about web Interface
~ For Remote Administration
of Web servers

€ Review the next steps for
~ this role

é Manage sites and services

€ Review the next steps for
" this role

BN o mmn bhie BME cmenioe

lomains and trusts

See Also

Help and Support
Microsoft Techiet
Deployrment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
Wwhat's New

Strategic Technolagy Protection
Program

=

Select testdomain.hp.com under Active Directory Users and Computers tree to display

the subtree Users.

Right-click and select New > User from the pop-up menu in the Active Directory Users

and Computers window. The New Object-User dialog box is displayed.
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3.

4.

Rlg@uvgn

5 ond Compater | Users_17 obiects
n:

It For sdminsterng the computer domain

|G ems
lvnsnd s servrs secuty Grove - Do

GosuorT o Usar
renetctents Seaurty Group - Do

Delegate Control.

Refresh.
Expart it

»

;3
Shered Folder

| el Iif}

(Geate anew obiect..

Bowt| [P @ | Bramsoevarsaver [ active oectory User

Enter the required details for the account and click Next. The following figures show the

details entered for the “query_account” and for the user account.

Create the binding account, “query_account”:

' New Object - User

: g Create in: testdomain:bp. comddzers

First rame: iquery_an:n:n:nunt Iriitials; 1

Last narme: i

Full name: ;quer_l,l_acc:nunt

Uzer logon name:

iquer_l,l_accnunﬂ ! (@teztdomain. hp.com

zerlagon name [pre-wWindows 2000}

iTESTDDM.-‘-‘-.IN'\ 1quer_l,l_an:|:|:|unt

< Hac Mest »

Cancel

Enter the password for the user in the specific domain and click Next.

Creating accounts on Active directory

39



Mew Object - User I

g Create in:  testdomain. bp.comlzers

Paszward: i-----------

Confirm password: 1"----"---|

I User must change password at next logon
¥ User cannot change password
W Pazzword never expires

[ Account is dizabled

< Back Mest > Cancel

5. The New Object-User dialog box displays the details for the user and selected password
settings. Click Finish to create the user profile.

Details of “query_account”:

~ Mew Object - User ]

i
i

g Createin:  testdomain.hpcomylzers

“Wwhen pou chck Finigh, the following object will be created:

Full name: query_account __f:_j
Ilzer logan niame: quen: accounti@testdamain. hpocom

The uzer cannot change the pazsword.
The paszword never espires,

< Back

6. Create the test user account “jdoe”, similar to the “query_account”.
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Extracting ACME LDAP configuration parameter values

You require the following information from the Active directory to populate the LDAP INI
configuration file.

¢ LDAP port (This is usually 389 - the non-secure port and 636 the secure port). For detailed
steps on how to obtain this information, see “Querying LDAP port” (page 41).

¢ Base Distinguished Name (DN) under which all users are present.

¢ Distinguished Name and password of the “query_account”.

¢ Login attribute (usually “samaccountname”).

The base distinguished name (base_dn directive), the distinguished name of the query_account

(bind_dn directive), and the samaccountname (login_attribute directive) are obtained from the

database log file, .1df file. For more information on how to obtain the specific attribute value, see

“Extracting base_dn, bind_dn, and login_attribute” (page 41).

Querying LDAP port

To query LDAP ports, you can install the PortQryUI tool provided by Microsoft. This tool is
available for download from:http://www.microsoft.com/downloads/en/
confirmation.aspx?familyld=8355e537-1ea6-4569-aabb-f248f4bd91d0=enac828bd c6983

You can use any other query tool of your choice.

Extracting base_dn, bind_dn, and login_attribute

You can extract the values for base_dn, bind_dn, and login_attribute directives (in the ACME LDAP
configuration file) from the .1df file.

To extract the .1df file, at the command prompt, enter the following command on your Windows
system:

ldifde -f <filename>.1ldf

‘e Command Prompt

Microsoft Windows [Version 5.2.37781
{G>» Copyright 1985-20883 Microsoft GCorp.

C:sDocuments and SettingssAdministrator. CSEN-DDRS . G88>1difde —f output.ldf
Connecting to “cssn—ddrs.testdomain.hp.com®™

using 8S5PI

e output.ldf

284 entries exﬁa;ted

The command hasz completed successfully

C:sDocuments and Settings“Administrator. CSSN-DDRS . 606>

After the .1df file is extracted, copy the base_dn and bind_dn value. For more information on the
base_dn and bind_dn directives, see Table 2-1.

Figure 4-2 shows a sample .1df file. Here, the account, “query_account” is identified as the binding
account. The “base_dn” and “bind_dn” values are highlighted.
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Figure 4-2 Sample LDF file

File Edit Format View Help

b eco dre DCmtostdog . S
i+ o= testdumam -, be—com] bose_dn=DC=testdoomin, DC=hp, DC=com’
ErrargeT
objectc ass tnp
objectclass: domain
objectClass: domainDns
di5tinguishedName: DC=testdomain, bC=hp, DC=com
instanceType:
whenCreated: 20091204100612.0Z
whenChanged: 20091210034419.0z
subrefs: DC=ForestDnszones, DC-
subRefs: DC=DomainDnsZanes, OC:
subRefs: CN=Configuratien,DC:
uSNCreated:
usNChanged: 16717
name: testdemain
objectGUID:: R1CIZmMQGHUH+90gT12GGOF X¢
(rEathnTWm 129043928120468750
forceLogof 9223372036854?75308
Tockoutouratwn -18000001
Tockoutobservationwindow: 715000000000
TockoutThreshold: 0
-37108517437440
i -864000000000

: i—query_account,CN=Users, DC=testdomain, bc=hp, bC=com
(hanget pe: add
objectClass: top
objectC]ass: person
objectclass: organizationalperson
ob]ectdass user

unt,CN=Users, DC=testdemain, DC=hp, DC=com™

edName
TrETancETypET 4

whencCreated: 20091204101609. 02
whenChanged: 20091204101609. 02
displayName: query_account
ushCreated: 13913

uSNChanged: 13919

name: query_account

objectGuip: : fsssAngguyq]nEPamzsw—
useraccountcontrol :

badpwdcount: 0

codePage: 2

countr

badPasswordT'\me o

'IastLognff

lastLogon:

pwdLastset: 129043953597031250
primaryGroupIb: 51

objectsid: AQUAAAAAM AAAA/DKYOHKT WINDKGRGTWOAAA==
_IaccountExp'\ res: 9223372036854775807
goncount :

SEMACCOUN! ame ey aCCouT

A ou T 58
userprmmp NamE: query_account@testdomain. hp. com
objectCategory:

CN=Person, CN=schema, CN=Configuration, DC=testdomain, DC=hp, DC=com
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Configuring ACME LDAP agent for non-secure port

To configure an ACME LDAP agent on a non-secure port, do the following:

1.

Install the ACMELOGIN and ACMELDAP_STD kit as explained in “Installing the
ACMELOGIN and ACMELDAP_STD kits” (page 13).

Check whether the images are loaded correctly:

ANALYZE/IMAGE/INTER SYSSCOMMON: [SYSEXE] LOGINOUT.EXE

$ ANALYZE/IMAGE/INTER SYS$COMMON: [SYSEXE]LOGINOUT.EXE
This is an OpenVMS IA64 (E1lf format) executable image file

Image Identification Information, in section 3.

Image name: "LOGINOUT"

Global Symbol Table name: "LOGINOUT"

Image file identification: "LOGIN98 X-1"

Image build identification: "XC7Q-BL4-000000"

Link identification: "Linker I02-37"

Link Date/Time: 8-FEB-2010 15:23:06.56

ANALYZE/IMAGE/INTER SYSSCOMMON: [SYSEXE] SETPO.EXE

$ ANALYZE/IMAGE/INTER SYS$SCOMMON: [SYSEXE] SETPO.EXE
This is an OpenVMS IA64 (E1lf format) executable image file

Image Identification Information, in section 3.

Image name: "SETPO"

Global Symbol Table name: "SETPO"

Image file identification: "LOGIN98 X-1"

Image build identification: "XC7Q-BL4-000000"

Link identification: "Linker I02-37"

Link Date/Time: 8-FEB-2010 15:25:05.14

Set up the LDAP persona extension. For more information on how to set the persona
extension, see “Setting up LDAP persona extension” (page 15).

Restart the OpenVMS system after setting the persona extension.

For anon-secure port, enter the following values for the attributes in the LDAP configuration
file, SYS$STARTUP : LDAPACMES$CONFIG-STD. INT:

server = cssn-ddrs.testdomain.hp.com. Ensure that you are able to make a $
TCPIP PING cssn-ddrs.testdomain.hp.com to the Active directory system.

port = 389. This is the default value for a non-secure port.

bind dn = CN=query account,CN=Users,DC=testdomain, DC=hp, DC=com. This
value can be obtained from the .1df file. For information on how to extract the value, see
“Extracting base_dn, bind_dn, and login_attribute” (page 41).

bind password = welcome@1l23. Thisis the password given for the query_account in
the Active directory. See “Creating accounts on Active directory” (page 38).

base dn = DC=testdomain,DC=hp,DC=com. This is the base account under which all
other accounts reside. See “Creating accounts on Active directory” (page 38).

login_attribute = samaccountname. See “Creating accounts on Active directory”
(page 38).
scope = sub. Retain the default value “sub”.

port_security = none. Since this is a non-secure port, replace the default value with
“none”.

password_type = active-directory.Replace the default value with active-directory
since the configuration is done with an Active directory.

The populated configuration file will be as shown:
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server = cssn-ddrs.testdomain.hp.com

port = 389

bind dn = CN=query account,CN=Users,DC=testdomain,DC=hp,DC=com
bind password = welcome@l23

base dn = DC=testdomain,DC=hp,DC=com

login attribute = samaccountname

scope = sub

port security none

password type = active-directory

6. Add the following logical to the SYSSMANAGER : ACMESSTART . COM:

$ DEFINE/SYSTEM/EXECUTIVE LDAPACMESINIT
SYSS$STARTUP : LDAPACMESCONFIG-STD. INTI and uncomment the
@SYSS$SSTARTUP : LDAPACMESSTARTUP-STD.

7. Restart the ACME server.
S SET SERVER ACME/EXIT/WAIT
S SET SERVER ACME/STARTzAUTO

8. Execute SHOW SERVER ACME/FULL to check if the ACME LDAP agent has been loaded.

$ SHOW SERVER ACME/FULL
ACME Information on node EARWIG 18-FEB-2010 06:03:42.00 Uptime 0 00:15:24

ACME Server id: 2 State: Processing New Requests
Agents Loaded: 2 Active: 2
Thread Maximum: 1 Count:
Request Maximum: 826 Count:
Requests awaiting service:
Requests awaiting dialogue:
Requests awaiting AST:

Requests awaiting resource:
Logging status: Active

Tracing status: Inactive

Log file: "SYSSSYSROOT: [SYSMGR]ACMESSERVER.LOG;19"

O OO O OoR

ACME Agent id: 1 State: Active
Name: "VMS"
Image: "DISK$I64SYS: [VMS$SCOMMON.SYSLIB]VMSSVMS ACMESHR.EXE; 1"
Identification: "VMS ACME built 20-SEP-2006"
Information: "No requests completed since the last startup"
Domain of Interpretation: Yes

Execution Order: 1
Credentials Type: 1 Name: "VMS"
Resource wait count: 0

ACME Agent id: 2 State: Active
Name: "LDAP-STD"
Image: "DISK$I64SYS: [VMS$SCOMMON.SYSLIB]LDAPACMESLDAP-STD ACMESHR.EXE;1"
Identification: "ACME LDAP Standard V1.5"
Information: "ACME LDAP DOI Agent is initialized"
Domain of Interpretation: Yes

Execution Order: 2
Credentials Type: 3 Name: "LDAP"
Resource wait count: 0

9. Add the user jdoe to the SYSUAF . DAT file.
@SYS$COMMON : [SYSHLP . EXAMPLES] ADDUSER . COM

khkkkhkhkhkhhkhkdkhhdhhhhhhhhdhkhkdkhdhhhhhkrdhhhdhkhkdhhdhhhhkhdhhrdhkhkdhhdrhhrdhrdrrkdhrdrhhxdx

* (Creating a NEW user account... If at ANY TIME you need help about a *
*  prompt, just type "?". *

IR EEEEEEEEEEEEEEEEEEEEEEREEEREREEREREREEREREREREREEEREEREEREEEEEEEESEEEEEEEEEEEE]
Username (s) - separate by commas: jdoe
**% Processing JDOE's account ***

Full name for JDOE: John Doe
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10.

Password (password is not echoed to terminal) [JDOE] :

UIC Group number [200]:

UIC Member number: 201
Account name: TEST
Privileges [TMPMBX, NETMBX] :

Login directory [JDOE]:
Login device [SYS$SSYSDEVICE:] :

$CREATE-I-EXISTS, SYSSSYSDEVICE: [JDOE] already exists
$UAF-I-PWDLESSMIN, new password is shorter than minimum password length
$UAF-E-UAEERR, invalid user name, user name already exists
$UAF-I-NOMODS, no modifications made to system authorization file
$UAF-I-RDBNOMODS, no modifications made to rights database

Check newly created account:

Username: JDOE Oowner:
Account: TEST UIC: [201,2011] ([JDOE])
CLTI: DCL Tables: DCLTABLES
Default: SYSS$SSYSDEVICE: [JDOE]
LGICMD:
Flags: VMSAuth
Primary days: Mon Tue Wed Thu Fri
Secondary days: Sat Sun
No access restrictions
Expiration: (none) Pwdminimum: 6 Login Fails: 1
Pwdlifetime: 90 00:00 Pwdchange: (pre-expired)
Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 128 Bytlm: 128000
Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0
Maxdetach: 0 BIOlm: 150 JTquota: 4096
Prclm: 8 DIOlm: 150 WSdef: 4096
Prio: 4 ASTIm: 300 WSquo: 8192
Queprio: 4 TQElm: 100 WSextent: 16384
CPU: (none) Englm: 4000 Pgflquo: 256000
Authorized Privileges:
NETMBX TMPMBX
Default Privileges:
NETMBX TMPMBX

$UAF-I-NOMODS, no modifications made to system authorization file
$UAF-I-RDBNOMODS, no modifications made to rights database

Is everything satisfactory with the account [YES]:

Set ExtAuth and VMSAuth flag for the user jdoe. For information about adding a SYSUAF

account, see “Specifying EXTAUTH and VMSAUTH flags on OpenVMS” (page 19).

$ SET DEF SYSS$SYSTEM

$ MC AUTHORIZE

UAF> modify jdoe/flags=(EXTAUTH, VMSAUTH)
$UAF-I-MDFYMSG, user record(s) updated
UAF> SHOW jdoe

Username: JDOE Owner:

Account: TEST UIC: [201,2011] ([JDOE])
CLTI: DCL Tables: DCLTABLES

Default: SYSSSYSDEVICE: [JDOE]

LGICMD:

Flags: ExtAuth VMSAuth

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

No access restrictions

Expiration: (none) Pwdminimum: 6 Login Fails: 1
Pwdlifetime: 90 00:00 Pwdchange: (pre-expired)

Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 128 Bytlm: 128000

Maxacctjobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOlm: 150 JTquota: 4096

Prclm: 8 DIOlm: 150 WSdef: 4096
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Prio: 4 ASTlm: 300 WSquo: 8192

Queprio: 4 TQElm: 100 WSextent: 16384
CPU: (none) Englm: 4000 Pgflquo: 256000
Authorized Privileges:

NETMBX TMPMBX

Default Privileges:

NETMBX TMPMBX

UAF>

11. Login to the system as user “jdoe”.

Enabling ACME LDAP for secure ports

This section includes the following:

1. “Creating Active directory certificates” (page 46)
2.  “Configuring ACME LDAP for secure port” (page 51)

Creating Active directory certificates

To create a certificate file to enable secure authentication, you can install the Microsoft certification
service and create the root CA as explained in the following procedure. Optionally, you can
install third-party certificates. Refer to the knowledge brief provided by Microsoft: How to enable
LDAP over SSL with a third-party certification authority”

1. Go to Start > All Programs > Control Panel>Add or Remove Programs to open Add or
Remove Programs window.

&, Accessibiity Options
%% Add Hard

Admi
z‘y_ Automatic
-2 Date and Time
S Display
() Folder Options
|4 Fonts
2 Game Controllers
4P Inkernist Cptions
&3 Keyboard
‘e Licensing
U Mouse
&, Network Connections
{e Phane and Modem Options
¥l Portable Media Devices
9% Power Optians
L. Prinkers and Faxes

@ Regional and Language Options
=% Scanners and Cameras
4 Scheduled Tasks

), Sounds and Audio Devices
Administrator
“74 Stored User MNames and Passwords

_‘J Manage Your Server. 43 system
. Taskbar and Start Menu

BBl commandprompt 8 Windows Firemal

e

: i Administrative Tools

(™ :" Windows Explarer S

24 Printers o Faxes
@ Motepad &) ielo and Support
g Painit p Sl

7 Run...
é Internet. Explorer
§i‘| windows Security
]? ‘wordPad
-
Conpuer Mensgenent

Al Brograms »

2] oo ort [0 shut pown
Fistart | [} @ | . Manage Your Server

2. Click Add or Remove Windows Components option in the Add or Remove Programs
window. The Windows Components Wizard dialog box is displayed.
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Windows Components
You cancadd orremove components of Windows,

To add or remove a component, click the checkbog, & zhaded box means that anly
part of the component will be inztalled: To zee what's included in a component, click
Detailz.

Components;
] 334ME ]
o 1.4 MB
1.1 MB
m,ﬁ Fan Services 7amMBE

1 & Indewinn Semvire NnmMe X
Dezcription: Installz & certification authority [CA) o izsue certificates for uge with
public key security programs.
Total dizgk s.pace requ.lred: 4.4 ME Dietails - i
Space avallable on disk: GB35 5 ME
¢ Back Mest > i Cancel i Heln i

Microsoft Certificate Services

After instaling Certificate Services, the machine name and domain membership may not be changed due to the binding of the machine name to CA information stared in the Active Directory.
Changing the machine name ar domain membership would inwalidate the certificates (ssusd from the CA, Please ensurs the proper machine name and domain membership are configured befors

installing Certificate Services, Do you want to continue?
i i

Enabling ACME LDAP for secure ports

Select Certificate Services. You get the following warning message. Click Yes in the message
box and Next in the Windows Components Wizard to continue installing the certificates.

Select the required CA type from the options provided. The default is Enterprise root CA.
Click Next to display the CA Identifying Information window.
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Windows Components Wizard

CA Type
Select the type of Ca you want to set up.

T Enterprise subordinate G
" Stand-alone root Ca
™ Stand-alons subordinate T4

[~ Drezcrption of CA ype
The mozt trusted CA in-an enterprise; Should be installed befare any ather Ca.

I Use custom settings to generate the key pair and A certificate

¢ Back i Meut > ; Cancel Help

5. Enter the Common name for this CA: in the CA Identifying Information dialog box. Also,

select the Validity period. Click Next to display the Certificate Database Settings dialog
box.

Windows Components Wizard

CA Identifying Information
Enter information to identify this T,

LCommatr name far this CA:

testdomair-rootcd

Diztinguizhed name: suffis:
DC=teztdomain, [ C=hp.DC=com

Presview of distinguizhed name:

CM=teztdomain-rootca, D C=testdomain B C=hp D C=com

Walidity period: E xpiration date;
5 lreas = 11/30/2014 207 PM

¢ Back i Meut » 1 Cancel Help

6. Browse and select the Certificate database and Certificate database log: folders or retain
the default location and click Next to display the Configuring Components dialog box..
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Windows Components Wizard

Certificate Databasze Settings
Enter locations for the certificate databaze, database log, and configuration
infarmation.

LCertificate databaze;

Browse:.. 1
Certificate databaze log;
v/ IMD DS hapztern 324 Certlog Browse. .. i

[T Store configuration information in & shared falder
Shared folder:

< Back i Mest » i Cancel Help

7. Wait while the certificate components are being configured. When the configuration is
complete, click Next.
Windows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

”:;"- -"- Pleaze wait while Setup configures the componentz. This may take
5 ] zeveral minutes, depending-on the components selected.

Statuz: Building file list...

8. You may get the following message:

“Internet Information Services (IIS) is not installed on this computer. Certificate Services
Web Enrollment Support will be unavailable until IIS is installed.”

Click OK . The Completing the Windows Components Wizard dialog box is displayed.
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Currently installed programs: ™ show updates Sork by 1Name -

Size 0L23ME

Configuring Components Used rarely

Setup is making the: configuration changes you requested. Used On 11j27{2009

hange/Remaove i

Please wait while Setup configures the components. This may take Sige  TE.ZEME |
several minutes, depending on the components selected.

Microsoft Ce te Services

! Inkernet Information Services (115} is not installed on this computer, Certificate Services YWeb Enrollment Support will be unavailable unkil 115 s installed,
e

9. Click Finish to complete installing certificates.

Windows Components Wizard i

Completing the Windows
Components Wizard

“ou have successfully completed the wWindows
Components Wizard.

To close thiz wizard, click Finizh.

10. Restart the Windows system.
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Configuring ACME LDAP for secure port

1.

Update the LDAP configuration file, SYS$STARTUP : LDAPACMES$CONFIG-STD. INI similar
to how the file was updated in section “Configuring ACME LDAP for non-secure port”.
The only difference is the values provided to the port and port_security directives.

See the following sample configuration file:

server = cssn-ddrs.testdomain.hp.com

port = 636

bind dn = CN=query account,CN=Users,DC=testdomain,DC=hp,DC=com
bind password = welcome@l23

base dn = DC=testdomain,DC=hp,DC=com

scope = sub

port security = ssl

password type = active-directory

or

server = cssn-ddrs.testdomain.hp.com

port = 389

bind dn = CN=query account,CN=Users,DC=testdomain,DC=hp,DC=com
bind password = welcome@l23

base dn = DC=testdomain,DC=hp,DC=com

scope = sub

port security = starttls

password type = active-directory

Restart ACME_SERVER and check the login as explained in section “Configuring ACME
LDAP agent for non-secure port” (page 43).

Providing Active directory certificates to ACME LDAP

This is an optional step, where you can export the public root certificate of the Active directory
and provide it to the ACME LDAP agent. The ACME LDAP agent checks if it is connecting to
the correct active directory server by validating the certificate.
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Viewing the certificate on Active directory

52

2.

To view the certificate generated, perform the following steps:
Go to Run and open mmc to open a console.

Run

=gy T _J;'he name of & program, :Foixﬂer; _ﬂptument‘,.a‘r :
g - Internek resource, and Windows will open it Far wou,

‘Open: I mime| ll

o | comel | momse. |

_Qfﬁtar.t-l J @ @3 : L ::Q-Manage.‘?our-Ser\ter |

il Console1
Ele  Action  Wiew Faworites  Window. r_!elp-

e EET

“iii Console Root

Name

There are na items to show in this view,

Go to File > Add/Remove Snap-in to open the Add/Remove Snap-in dialog box.
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3.

4.

i Console1

‘ File Action Yiew Favorites  ‘Window: Help

New Clrl+nl l

Gper:.. Chrltos
Save Chrlts

Mame

Save fAs

Chrl+M There are no items ko show in this view,

Opkions, .

1 CWINDOW S Sy stem32|dsa. mse

Z C W INDOW S syskem 32 domain. msc
3 CYWINDOWSY, . fcompmgmt. msc

4 CWINDOW S system32itsmme, msc

Exit

\Adds or removes individual snap-ins.

Click Add in the Standalone tab in the Add/Remove Snap-in dialog box. The Add

Standalone Snap-in dialog box is displayed.

Add/Remoye snap-in i

Standalone 1 Extensions i

Ilze thiz page to add arremave a standalone Shap-in from the congole.

Snap-inz added to: iT:

&dd...

k. Cancel

Select Certificates and click Add to display the Certificates snap-in dialog box. You will

be required to enter details of the certificate in the next few dialog boxes.
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Add Standalone Snap-in g

Ayailable Standalone Snap-ins:

*';*:'E.-’-‘-.n:tive Directory Domains and Trusts - Microsaoft Corporation
‘—_iﬁ.ﬂ.ctive Directary Sites and Services - Microzoft Corporation
:‘:"ﬁ.-’-‘-.n:tive Directom Uzers and Comput.. Microsaoft Carporation

_Snapn | Mendar -
ﬁfg-_.NET Framework, 1.7 Configuration Microzaft Corporation

f_f“{.ﬁ.ctivex Cortral Microzoft Corparation
Eaﬂuthnrizatiun b anager Microzaft Corporatiorn
Certificate Templates Miciozoft Corparation
2 ECertificates Microzaft Carparation
E@ Certifization dutharity Microzoft Corparation
@ Component Services Microzoft Corpaoration _:j

i~ Descrphion :
The Certificates snap-in allows you to brawse the contents of the

certificate stores for yourzelf, a service, or a computer.

Add LClose

5. Select the Computer account option and click Next to display the Select Computer dialog
box.

Certificates snap-in

This gnap-in will shways manage certificates far:

£ My uzer account

™ Service account
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6. Select Local computer (the computer this console is running on) option and click Finish
to complete the process of adding the certificate. You will be taken back to the Add
Standalone Snap-in dialog box.

Select Computer B3

Select the computer you want thiz shap-in to manage:

i iLocal computer: [the computer thiz consale is wnning onf

 Another computer: ;

[ illow the zelected computer to be changed when launching from the command line. This
only appliez if you zave the conzole.

{ Back i Finizh 1 Cancel

7. Click Close on the Add Standalone Snap-in dialog box. The Add/Remove Snap-in dialog
box displays the certificates added to the snap-in.

Click OK to close the Add/Remove Snap-in dialog box.

Standalone i Extensions i

Usze thiz page to add or remove a standalone Snap-in from the console.

Snap-ns added to: !‘_:_g Conszale Foot :j
Add Standalone Snap-in

Certificates [Local Computer)
Available Standalone Snap-ns:

:& MNET Framewark 1.1 Configuration icrozoft Corporation
SR active Directory Domaing and Trusts  Microsoft Corporation
iﬁ.&ctive Directory Sites and Services - Microzoft Corporation
@Active Directory Uzers and Comput...  Microzoft Corporation

:_EfiActiveX Contral Microzoft Corporation

ESAuthorization M anager Microzoft Corporation

Certificate Templates Microzoft Corporation
R N N @ Certificates Microsoft Corporation

?_ﬁﬂ Certification Authority Microzoft Corporation

@ Component Services Microzoft Corporation :J

- Descriptiors
The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service. or a computer.

8. Goto Console Root > Certificates > Personal > Certificates. The available certificates
are displayed in the right-hand side panel of the Console Root window.

Providing Active directory certificates to ACME LDAP 55



‘i Console1 - [Console Root\Certificates {Local Computer)\Personal\Certificates]

By file Acion Yew Favorites Window Help

e Dimin 2

£ Console Root IssuedTa / [Tssued ) [ Expirgtion Date | Intended Purposes | Friendly Name [[Stabus [ Cortficate Tem... |
= 3 Certificates (Local Computer) [Elcssedors, testdomain.hp.com testdomain-rootca 11j30/2010 Clent Authentication... ~ <one> Domain Controler
(0 Personal & "

11/30/2014 <Al eNone >

ermediate Certification Authoritiss
Trusted Publshers

Unitrusted Certificates

Third-Party Root Cartificstion Authoities
Trusted People

1 Cetficate Envollnent Requests

9. Right-click on the certificate and select All Tasks > Export to export the certificate. The
Certificate Export Wizard dialog box is displayed.

m Console1 - [Cansole Root\Certificates (Local Computer)iPersonal\Certificates]
o File  Aci Wiew Favorkes Window  Help
e BE ¥ EBXER R

[ Console Root Issued To_ 7 [ 1ssued B [ Expiration Date | Intended Purposes | Friendly Mame Status | Certficate Tem... |
£ Centficates Local Computer) - testdomain hp. com testdomain-rootca 11/30/2010 Clierk Authertication...  <None> Domain Controller

i [ Personal

Al

i e

(] Trusted Root Certfication Autharities = et
-] Enterprise Trust

-] Intermediate Certification Authorities cut Request Certificate with New Key ..
(1] Trusted Publishers

copy Request Certficate with Same Key...
(] Untrusted Certificates Delete Renew Certificate with Hew Key,
(] Third-Party Rook Certfication Authorties Renew Cartifieta with Same Key...
-] Trusted Peaple Properties ot

- (] Certificate Envoliment Requests Heln

+-1 SPC —

10. Click Next in the Welcome dialog box to start exporting the certificate. The Export Private
Key dialog box is displayed.

ate Export Wizard

Welcome to the Certificate Export

Ig Wizard

This wizard helps wou copy certificates, certificate brusk
lisks and certificate revocation lisks from a certificate
store towour disks

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure netwiork:
connections. A certificate store is the swstem area where
certificates are kept.

To continue, click Mext,

Cancel i

11. Select No, do not export the private key and click Next to display the Export File Format
dialog box.
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Certificate Export Wizard i

Export Private Key
‘ou can choose to export the private key with the certificate,

Private kevs are password prokected. IF wou want bo export the private kew with the
certificate, wou must bype a password on alaker page.

Do w0l want to-expart the private key with the certificate?

" Yes, export the private key

i Mo, do not export the privake ke

< Back i Mext = ; Cancel

12. Export the certificate in Base-64 encoded X.509 format only. Click Next. The File to
Export dialog box is displayed.
Certificate Export Wizard i

Exzport File Format
Zertificates can be exported in a wariety of file Farmats,

Seleck the Format. you want to Use:

{” DER encoded hinary ¥.509(.CER)

%' Base-64 encoded ¥,509 (,CER):

" Cryptographic Message Syntax Standard - PECS #7 Certificates (P7E)

ke etk mrssihle

13. Browse and select the File name: or click Next with the default file name. The Completing
the Certificate Export Wizard dialog box is displayed.
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Certificate Export Wizard

File to Export
Specify the name of the File wou want to export

File name;

ciibasedd testdomain rookca.cer| Browse, ., i

< Back i Mext = i Cancel

14. Click Finish to complete exporting the certificate. You get the following message if the
export is successful.

The export was successful.

Certificate Export Wizard

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

- : :
Export Kevs Mo

Inchude all certificates in the certification path Mo
File Format Basets
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Completing the Certificate Export
Wizard

You have successfully completed the Certificate Expart
wizard.

You have specified the Fallowing settings:

File Mame Ciibase
Export Keys Mo
Include all certificates in the certification path Mo
File Farmat Baseb:

4| | i
Certncate Export wizard 3|

The export was successFul;

Cancel ]

To view the certificate, open the certificate file with Notepad

Flle Edit Wiew Favorites Tools Help

OQbak =55 - % Search Folders | ' 3 X 6 | [T~

Address [sw it

Folders X || Name - | Size [ Tope [ Date Modied | attributes |
ibroadeom_5752_driver File Foldsr 11/26/2009 10:34 &M
(Documents and Settings File Folder 11/27/2009 3:14 P
] My Computer Chinstal File Folder 11/27/2009 3:10 PM
<o Local Disk{C) materisls File Folder 11/27/2009 4:51 PM
=4 broadeom 5752 driver || CIIPOTQrAIT File Folder 11/27/2009 10;03 AM

Aj Documents and Settings | | COProgram Files File Folder 11/27/2009 2:54PM R
File Folder 11/30/2009 3:13 PM
File: Folder 11/25/2009 4:07 PM
2KE  Security Certificate 12/1j2009 11:08 AM A
Program Flles Sl 2KB Secuity Certfficate  11/30/2009 3:09PM A
WINDOWS liset bt tdave e Fis 11/27/2009 L0:17. AW A
£ wmpub = output_secure 1 S B ™ Crypto Shel Extensions 11/30j2009 3:20PM A

] # Local Disk (01) Send To »

~ Choose Pragram..

- Cut
& [@ control Panel 5
- Copy
%) & My Network Places
2 Recycle Bin Create Shortcut
Delete
Rename
Properties

The certificate generated on the system is shown in the following figure:
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ﬁ base64_testdomain_rootca.cer - Notepad

File Edit Faormat Wiew Help

b—-——BEGIN CERTIFICATE---—-

MIIEYyTCCATGOAWL BAYIGEWDWE /sy rdFFgUZ i1l zzANBgk ghk 1E9w0BAGUF ADER
MRMWECY KCZIMTZPyLE0BGERYDY 2 StMRIWEAY KCZIM I ZPyLGOBGRYCaHAXG ] AYBYod
kiadk,/TsZAEZFOpDZXN0ZGOT Y] UMR OWEAY DVOQDEXFOZXNOZGOT YW ULXIvhIR]
T AEFWOWOTEXMZAWOTI SNTHAFWOXNDEXMZAWOTMINTVaMGEXEZARBo Ik 1adk /15
ZAEZFgN%bzoxEjAQBgDJkiaJkIIsZAEZFgJDcDEaMBgGCngJDmT81xkARkwcnR1
C3Rkh21 aw4xG]AYBgNVBﬁMTEXR1c3Rkb21haw4tcm9vdGNhMIIBIjANBEkqhkiG
QWOBAQEFAAOCAQSAMIIBCgKCAQEAuTHryHACRdF81d0+GE+Z"I x0sc5ToHkbbyadh
N7ZBUBKkYaz ix61 BACTgweod 6BMUEMYSMZ4 967 cLfs Skrofyaroegzlxzo5g0z
SFOM2EIT]eeyz]zmiLDIkdzaz ykwwvwzt FLgovdUk exXnTZFD7Y 1FL3 JOPGTQOF X
HKAZFQCYDSUZnoY breaThvdxdzdnaulands /EkyCHI 7y I 1 0wWMO+MwR VL gC 3t ST Gh
Qv FH3CBTA A phUlsedwinnf3ukRhMI EWQS<pCpHZr s 510 0w3s pDfTicHCTY /s AW2
16t TwowiaNCoyad e 10 P3Zanr I/ Fwli14 Dapd cESM] 9vPASQIDADABD4 IBeZCC
AoowTwyY DVROPEAQDAGSGMASEALUDEWER /Wi FMAMBAT SwHO Y DVR OOBEYEFF TND 700
J110LgvNnouoyWm 2N Td4MI IE I AY DVROTEI IBGZCCARCWIOET 0l IBDECCAQUGGCHS
ZGFwOT By LONOPXR T c3Rkb2lhawd T cmOvdGNhLENOPWNZC 24 TZGERy CyxDTJ1DRFAS
Q04 5UHVIbGT] ITIWS2V 5 1T Twl2vydm 1 §2>Msq04 U2 vydm ] JZ2xMs004 502 GuzmTn
drIhdcvbhixEqzl 0ZXN0ZGEET W ULERDPWhwWLERDPWNY BT 9] ZxI0awz py 2F0Zv] 1
dmejvxrph2 SMaxnNoP2 Ihc2 Uy b2 Iq2wN002 xhe3MOYLIMRGT ZdHI py nv DawauUGsp
bnsGoZhodHABLY S ] c3NULWRE crMudGvzdGRrvbwFphi Socc 5 jh2 0vg2vydEVUuCmSs
B A0ZNOEE AT YW UL IVvEIR] VS 5] cmwwEAY JKwy BEASCHXUBBAMC AQAWDQY JKOZT
hchAQEFBQADHgEBAJLFPGAth1V1zLEQPTfQP5d2tHoiR0cgw261Q3SqL?BBOOI
ZhxDwwlrn9xjhawxJ L3k panmROPVCLCT 0+ xS SSUKMIEA/BMZY T 2WNS PQD7 W2
9tLDzYGCaHOGODHFedByKﬁAgzbNHKstAN1VAvsIn1nI1xethk5P4vueWB?9ka
MS85SNacBNxBkvhenyPwChiarcsTaz2 8RMOwxTYEFZPgPFUA00C2hnk sxULd z0LK ]
3A0E2 TOETLOKRXNVEVL] PTPCKPZ Y guxB04 507151y 21 cgAMOTUS 0, T ICPUKAtLY
1loxLfgalgwsTTsge2 I SHynpNFxd0sdfdu3s56s=

————— EMD CERTIFICATE-—--—

Adding the certificate to OpenVMS

To add the certificate for LDAP authentication, perform the following steps:

1. Create afile SYSSSYSROOT: [SYSMGR] <certificate names>. For example,
SYS$SYSROOT : [SYSMGR] BASE64 TESTDOMAIN ROOTCA.CER, where
BASE64 TESTDOMAIN ROOTCA.CER is the name of the certificate.

2. Copy the certificate from the Active directory server and paste it on to the
BASE64 TESTDOMAIN ROOTCA.CER file.

3. Save the file.

B NOTE: If you FTP this file, use ASCII mode.

4. Ensure that this file is protected.
SET SECURITY/PROTECTION = (SYSTEM:"RWED",OWNER:"",GROUP:"",6 WORLD:"")

5. Open the SYSSSTARTUP : LDAPACMESCONFIG-STD. INI file and edit the ca_file attribute
with the exact directory location of the certificate file.

Forexample,ca_file = SYS$SYSROOT: [SYSMGR] :BASE64 TESTDOMAIN ROOTCA.CER
and save the configuration file

6. Restart ACME server:
$ SET SERVER ACME/EXIT/WAIT
S SET SERVER ACME/START=AUTO
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5 Troubleshooting

Problem
System displays the following error when @SYSSSTARTUP : ACMESSTART . COM is executed:

$ @sys$startup:acmeSstart.com
Please ensure the following logical is defined /SYSTEM/EXECUTIVE MODE
LDAPACMESINIT

Solution

The LDAPACMESINIT logical is not defined before the
@SYSS$STARTUP : LDAPACMESSTARTUP-STD command in

SYSSCOMMON: [SYSMGR] ACMESSTART . COM. For more information, see the steps in “Editing
LDAP configuration file” (page 15).

Problem

When @SYS$STARTUP : ACMESSTART . COM is executed, the system displays the following error,
all ACME agent are in stopped state when using the SHOW SERVER ACME/FULL command
and new logins are not permitted:

S @sysS$startup:acmeSstart.com
$ACME-E-INVPARAMETER, parameter selector or descriptor is invalid

Solution

The LDAPACMESINIT logical is defined to a wrong INI file name. Perform the following steps:
1. Deassign the LDAPACMESINIT logical

$ deassign /system/exec LDAPACMESINIT
2. Stop the ACME Server process

$ set server acme/exit/wait

3. Correct the LDAPACMESINIT logical to point to the right path inside
SYSSSTARTUP : ACMESSTART . COM

4. Start the ACME server in auto mode so that it starts the ACME LDAP agent during startup.

$ set server acme/start=auto

Problem
The SHOW SERVER ACME/FULL command does not display the LDAP agent.

$ sh server acme/full
ACME Information on node EARWIG 18-FEB-2010 05:50:06.40 Uptime 0 00:01:48

ACME Server id: 2 State: Processing New Requests
Agents Loaded: 1 Active: 1
Thread Maximum: 1 Count:
Request Maximum: 826 Count:
Requests awaiting service:
Requests awaiting dialogue:
Requests awaiting AST:

Requests awaiting resource:
Logging status: Active

Tracing status: Inactive

Log file: "SYS$SYSROOT: [SYSMGR]ACMESSERVER.LOG;17"

OO oOookr

ACME Agent id: 1 State: Active
Name: "VMS"
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Image: "DISK$I64SYS: [VMS$SCOMMON.SYSLIB]VMSS$SVMS ACMESHR.EXE;1"
Identification: "VMS ACME built 20-SEP-2006"

Information: "No requests completed since the last startup"
Domain of Interpretation: Yes

Execution Order: 1
Credentials Type: 1 Name: "VMS"
Resource wait count: 0
$
Solution

Check if the SYSSSTARTUP : ACMESSTART . COM has been updated with the LDAP logical names
and @SYS$STARTUP : LDAPACMESSTARTUP-STD ! LDAP command is uncommented in the
file. For more information on updating the SYSSSTARTUP : ACMESSTART . COM, see “Editing
LDAP configuration file” (page 15).

ACME Server id: 2 State: Processing New Requests
Agents Loaded: 2 Active: 2
Thread Maximum: 1 Count:
Request Maximum: 826 Count:
Requests awaiting service:
Requests awaiting dialogue:
Requests awaiting AST:

Requests awaiting resource:
Logging status: Active

Tracing status: Inactive

Log file: "SYS$SYSROOT: [SYSMGR]ACMESSERVER.LOG;19"

OO oOoor

ACME Agent id: 1 State: Active
Name: "VMS"
Image: "DISK$I64SYS:[VMS$COMMON.SYSLIB]VMS$VMS_ACMESHR.EXE;1"
Identification: "VMS ACME built 20-SEP-2006"
Information: "No requests completed since the last startup"
Domain of Interpretation: Yes

Execution Order: 1
Credentials Type: 1 Name: "VMS"
Resource wait count: 0

ACME Agent id: 2 State: Active
Name: "LDAP-STD"
Image: "DISK$I64SYS: [VMS$SCOMMON.SYSLIB]LDAPACMESLDAP-STD ACMESHR.EXE;1"
Identification: "LDAP ACME Standard V1.5"
Information: "ACME LDAP DOI Agent is initialized"
Domain of Interpretation: Yes

Execution Order: 2
Credentials Type: 3 Name: "LDAP"
Resource wait count: 0
$
Problem

All the ACME LDAP configuration is correct, but the user is unable to log in.

Solution 1

Use the Ping command to check whether the LDAP server provided in the server directive of
the LDAP INI file is reachable:

$ tcpip ping

PING earwig (15.146.235.235): 56 data bytes

64 bytes from 15.146.235.235: icmp seg=0 ttl=64 time=0 ms
64 bytes from 15.146.235.235: icmp seg=1 ttl=64 time=0 ms
64 bytes from 15.146.235.235: icmp seg=2 ttl=64 time=0 ms
64 bytes from 15.146.235.235: icmp seg=3 ttl=64 time=0 ms
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----earwig PING Statistics----
4 packets transmitted, 4 packets received, 0% packet loss
round-trip (mg) min/avg/max = 0/0/0 ms

Solution 2
Ensure that the ExtAuth flag is provided for the user in SYSUAF . DAT file.

Solution 3
Use TCPDUMP to check whether data is flowing on the configured LDAP port.

$ tcpdump -w tcpdump.enc tcp port 389

tcpdump: Filtering in user process

tcpdump: listening on WE1l, link-type EN1OMB (Ethernet), capture size 96 bytes
*CANCEL*

24 packets captured

24 packets received by filter
0 packets dropped by kernel

$ dir .enc

Directory SYSS$SYSROOT: [SYSMGR]
TCPDUMP.ENC; 1

Total of 1 file.

$

$ tcpdump -r TCPDUMP.ENC

reading from file tcpdump.enc, link-type EN1OMB (Ethernet)

05:39:16.726000 IP opnvms.ind.hp.com.49160 > CSSN-DDRS.TESTDOMAIN.HP.COM.389: S 1252791091:1252791091(0) win
61440 <mss 1460,nop,wscale 0>

05:39:16.726000 IP CSSN-DDRS.TESTDOMAIN.HP.COM.389 > opnvms.ind.hp.com.49160: S 1725693481:1725693481(0) ack
1252791092 win 16384 <mss 1460,nop,wscale 0>

05:39:16.726000 IP opnvms.ind.hp.com.49160 > CSSN-DDRS.TESTDOMAIN.HP.COM.389: . ack 1 win 62780
05:39:16.726000 IP opnvms.ind.hp.com.49160 > CSSN-DDRS.TESTDOMAIN.HP.COM.389: P 1:78(77) ack 1 win 62780
05:39:16.728000 IP CSSN-DDRS.TESTDOMAIN.HP.COM.389 > opnvms.ind.hp.com.49160: P 1:23(22) ack 78 win 65458
05:39:16.729000 IP opnvms.ind.hp.com.49160 > CSSN-DDRS.TESTDOMAIN.HP.COM.389: P 78:154(76) ack 23 win 62780

Solution 4 (needs C compiler)

To troubleshoot issues with the LDAP configuration, use a compiled version of
SYSSEXAMPLES : LDAP EXAMPLES.C

Once compiled, the LDAP_EXAMPLE . EXE file can be used to search the directory server. The
LDAP_EXAMPLE . EXE file accepts arguments similar to the directives in the LDAP INI
configuration file. As a result, you can populate the INI file with the correct directive information,
based on the output of LDAP_EXAMPLE . EXE.

$ set def sysS$Sexamples

$ cc LDAP_EXAMPLE

$ link LDAP_ EXAMPLE

$ ldap_example:=="$sys$examples:LDAP_EXAMPLE.EXE"

$ ldap_example

$ ldap_example

Usage:ldap_example server port bind dn bind password port_security cafile base_dn filter [attributes]

Mandatory arguments : For specifying NULL values use ""
server --> The node which is providing LDAP access to a directory
port --> The port through which to search
bind dn --> The bind dn, enclose in double quotes. Specify a "" if
anonymous bind is supported by LDAP directory server.
bind password --> The bind password. Specify a "" if anonymous bind
is supported by LDAP directory server.
port_security --> The port security "SSL" or "TLS". Specify a "" if
you are not using any port security.
cafile --> The location of the ca file. Specify a "" if ca file is
not present.
base_dn --> The base object in the directory for the search operation.
This is a required argument.
filter --> The search filter to be used. Specify a "" if the LDAP

search needs to be done without filters.

Optional arguments

attributes --> An optional list of one or more attributes to be returned
for each matching record. If no attributes are specified,
then all user attributes will be returned.

Example

$ ldap_example serverl 389 "m mm nmwown o noy=—yms,o=testcom" ""
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$ ldap_example serverl 389 "cn=admin,ou=vms,o=testcom" "WELCOME123" "m nn
"ou=vms,o=testcom" ""
$ ldap_example serverl 389 "cn=admin,ou=vms,o=testcom" "WELCOME123" "m nn

"ou=vms,o=testcom" "" "DN"
$ ldap_example serverl 389 "cn=admin,ou=vms,o=testcom" "WELCOME123" "m mm -
"ou=vms,o=testcom" "" "DN" "SN"

$ ldap_example server2 389 -

"CN=query_ account,CN=Users,DC=testdomain,DC=testcom,DC=com" -
"welcome@l23" "" "" "CN=Users,DC=testdomain,DC=testcom,DC=com" -
"" "samaccountname"

$ ldap_example server2 636 -

"CN=query_account, CN=Users,DC=testdomain, DC=testcom,DC=com" -

"welcome@l23" "SSL" "" "CN=Users,DC=testdomain,DC=testcom,DC=com" -

""" "samaccountname"

$ ldap example server2 389 "CN=query account,CN=Users,DC=testdomain,DC=testcom,DC=com" -
"welcome@l23" "starttls" "" "CN=Users,DC=testdomain,DC=testcom,DC=com" -

"" "samaccountname"

$ ldap_example server2 636 "CN=query account,CN=Users,DC=testdomain,DC=testcom,DC=com" -
"welcome@l23" "SSL" "SYS$SSYSROOT: [SYSMGR]server2.CER" -
"CN=Users,DC=testdomain, DC=testcom,DC=com" "" "samaccountname"

Program terminating
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FAQ

What events can be traced using the “$ SET SERVER ACME/TRACE=<value>"
command and how do we interpret the traces?

You can view critical errors logged by the agent in ACME$SERVER . LOG without setting the SET
SERVER ACME/TRACE=<value>. See Table 5-1 (page 65) for setting the appropriate values.

For example:

When ACME LDAP agent is configured to a Directory server, which is not reachable, the following
error messages are displayed:

%$ACME-I-LOGAGENT, agent initiated log event on 25-FEB-2010 10:41:06.43 ==> Time of Log
-ACME-I-THREAD, thread: id = 4, type = EXECUTION ==> Thread ID of the ACME Server
causing this error

-ACME-I-REQUEST, request information, id = 1, function = AUTHENTICATE PRINCIPAL ==> Function code passed to
SYS$ACM

-ACME-I-CLIENT, client information, PID = 2020044C ==> Process ID of the client
talking to ACME Server

-ACME-I-AGENT, agent information, ACME id = 2, name = LDAP-STD => Agent handling this request.

-ACME-I-CALLOUT, active callout routine = acme$co_accept_principal ==> Authentication routine handling
the request

-ACME-I-CALLBACK, active callback routine = acme$cb_send_logfile ==> Callback routine.
-ACME_-I-TRACE, message from LDAP ACME agent: Internal error. LDAP search operation failed ==> Status returned

by the ACME agent

Another example on giving port security = nonenone instead of port security =
none in the configuration file:

$ACME-I-LOGAGENT, agent initiated log event on 25-FEB-2010 10:42:39.41

-ACME-I-THREAD, thread: id = 1, type = CONTROL

-ACME-I-CONTROL, control information, operation = STARTUP

-ACME-I-AGENT, agent information, ACME id = 2, name = LDAP-STD

-ACME-I-CALLOUT, active callout routine = acme$co_agent_startup

-ACME-I-CALLBACK, active callback routine = acme$cb_send_logfile

-ACME_-I-TRACE, MESSAGE FROM LDAP ACME agent: Reading the config file (LDAPACMESINIT) failed ===> Error message

The information starting from “%ACME-I-" to the next “%ACME-I-“ marks one trace.

When you execute $ SET SERVER ACME/TRACE=<values>, tracing is enabled and logged to
SYSSMANAGER : ACMESSERVER . LOG file.

You must search for the “MESSAGE FROM LDAP ACME agent” line in the ACMESSERVER . LOG
to locate status messages returned by the LDAP ACME agent.

For details about the various flags that can be enabled for tracing execute $ HELP SET SERVER
ACME/TRACEon a OpenVMS system.

The following table provides details about the trace flags:
Table 5-1 Bitmask

Bitmask Event Description
0 agent Enable agent tracing.
1 general General (non-specific) tracing.
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Table 5-1 Bitmask (continued)

Bitmask Event

Description

2 vm

3 ast

4 wge

5 report
6 message
7 dialog

8 resource

9 callout

10 callout_status

Virtual memory operations. That is,
trace the memory allocation and
de-allocation of both the
ACME_SERVER and the agent (if the
agent uses the memory services
provided by ACME_SERVER process).

NOTE: Tracing is not enabled if the
agent uses is own or standard (malloc,
calloc, free) memory management
routines.

AST processing.

Traces ASTs that are triggered by
agents to the ACME_SERVER.

WQE parameter that flows between
the ACME_SERVER process and agent.

Agent status or attribute operations.
Messaging operations.
Dialogue operations.

Agent resource operations. Agents can
request for some specific resource locks
from the ACME_SERVER process.

Agent callout routine. Routines that
are implemented by individual agents
such as ACME LDAP, that are called
by the ACME_SERVER.

Agent callout return status.

For example:

/T V7S

If you want tracing of “agent”, “general”, “report”,
“callout_status”, use:

$ SET SERVER ACME/TRACE=1763

Troubleshooting
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6 Restrictions

This section lists the restrictions associated with ACME LDAP agent.

Username and password restrictions

I—i_-f%

Password modifications are made to the standard userPassword attribute or Active directory's
unicodePwd attribute. The details of the configuration attributes are described in “Installing
and configuring ACME LDAP agent” (page 13). The Idap_modify "replace" or
"remove-old/add-new" semantics for password modifications can be configured to support
a variety of directory servers based on the user requirements.

The following LDAP password policy client controls are supported to warn users of password
expiration events:

Netscape "password has expired" "2.16.840.1.113730.3.4.4"
Netscape "password expiration warning" "2.16.840.1.113730.3.4.5"

NOTE: Netscape controls are supported by Netscape Directory Server, Netscape/Sun
iPlanet and Red Hat/Fedora Directory Server.

Password policy client controls other than the Netscape controls mentioned above are not
supported.

Password expiration warnings will not be seen during OpenVMS login when using directory
server software that does not support Netscape password policy client controls, such as
Active Directory and Novell eDirectory.

Characters used in user names and passwords are restricted to the 8-bit ISO 8859-1 (Latin-1)
character set. UTF-8 support is not included in this release.

Active directory password changes are restricted to the 7-bit ASCII subset of the ISO 8859-1
(Latin-1) character set in this release. The reason is that Active Directory expects UTF-8
character strings when updating the unicodePwd attribute.

SET PASSWORD command is not supported for SSH logins.

Mapping restrictions

SSH login is not supported for mapped users.

While executing DECnet operations, such as DECnet copy, you must use the user name and
password that is present in the SYSUAF . DAT file.

The "SYSTEM" account is not mapped for the following scenarios:

— If auser enters "SYSTEM" at the user name prompt, the user is mapped only to the
"SYSTEM" account in SYSUAF . DAT.

—  If the mapping is done for any user to SYSTEM, for example, "johnd" is mapped to
"SYSTEM" account in SYSUAF . DAT, this mapping does not occur and the user gets an
Operation failure error at the login prompt.
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7 References

The following resources can be referred for more information:
. SYSSHELP:ACME DEV README.TXT

¢ “Enabling External Authentication” and “Authentication and Credentials Management
Extensions (ACME) Subsystem” sections in the HP OpenVMS Guide to System Security manual.
®  HP OpenVMS System Services Reference Manual
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